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1 Adapted from three sources: 1) Post-hearing Questions from the September 17, 2003, Hearing on  
"Implications of Power Blackouts for the Nation's Cybersecurity and Critical Infrastructure Protection: The Electric 
Grid, Critical Interdependencies, Vulnerabilities, and Readiness,” released December 08, 2003. GAO Report GAO-
04-300R. GAO Website, accessed January 17, 2006, http://www.gao.gov/htext/d04300r.html; 2) FY 2006 
Homeland Security Grant Program: Program Guidance and Application Kit. December 2005. Appendix H: 
Geospatial Guidance, Department of Homeland Security, USDOJ Website, accessed January 16, 2006, 
www.ojp.usdoj.gov/odp/docs/fy2006hsgp.pdf ; and 3) GIS Needs Assessment Project Presentation, Wisconsin 
Emergency Management, published 2005, accessed January 6, 2006, 
http://emergencymanagement.wi.gov/announcements_detail.asp?annid=18 
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2 Bellovary, Tony. Bay-Lake Regional Planning Commission, Wisconsin. Personal Communication, December 21, 
2005. 
3 Indeed, Thomas H. Kean, Chair of the 9/11 Commission and former Governor of New Jersey, quoted in Cox News 
Services on July 21, 2004, stated that “Three-quarters of what [he] read that was classified shouldn’t have been.” 
“The material Mr. Kean was reviewing included the most recent and sensitive terrorism-related intelligence and 
counterterrorism information.” In addition, Rodney B. McDaniel, executive secretary of the National Security 
Council  under President Reagan, quoted in the Moynihan Commission report (1997, 36), stated that only 10% of 
classification was for “legitimate protection of secrets.”  Cited in “Rising Tide of Secrecy”, Statement by Thomas S. 
Blanton, National Security Archive, George Washington University, March 2, 2005. Hearing on “Emerging Threats: 
Over-classification and Pseudo-classification”. Subcommittee on National Security, Emerging Threats, and 
International Relations, Committee on Government Reform, U.S. House of Representatives. Accessed January 17, 
2006. National Security Archive Website, http://www.gwu.edu/~nsarchiv/news/20050302/#testimony   
4 Blanton states that the balance between security and the public’s right to know is a false dichotomy. Rather, “[t]he 
tension is actually between bureaucratic imperatives of information control versus empowering the public and thus 
making us more safe.” In “Rising Tide of Secrecy”, National Security Archive Website, 
http://www.gwu.edu/~nsarchiv/news/20050302/#testimony  See also, Onsrud, Harlan J. 2003. “Access to 
Geographic Information: Openness versus Security.”  In Cutter, S., D. Richardson and T. Wilbanks (Eds.), 
Geographic Dimensions of Terrorism (New York: Routledge), 207-213. National Academy Press Website, accessed 
January 17, 2006, http://books.nap.edu/catalog/11030.html and see Tombs, R. Bradley. 2004. “Policy Review: 
Blocking Public Geospatial Data Access Is Not Only a Homeland Security Risk.” URISA Journal 16(2): 49-51. 
URISA Website, accessed January 17, 2006, 
5 Alan Lulloff, Project Manager, Association of State Floodplain Managers, Inc., personal communication, 
December 13, 2005. 
6 “Rising Tide of Secrecy”. National Security Archive, http://www.gwu.edu/~nsarchiv/news/20050302/#testimony  
7 Solicitor General of the United States, Dean Erwin Griswold, Washington Post, February 15, 1989. Cited in 
“Rising Tide of Secrecy”, National Security Archive, http://www.gwu.edu/~nsarchiv/news/20050302/#testimony  
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8 Bellovary, Tony. Bay-Lake Regional Planning Commission. Private communication, December 14, 2005 
9 Personick, Stewart D. and Cynthia A. Patterson, (eds.). Critical Information Infrastructure Protection and the Law: 
An Overview of Key Issues, p. 2. National Academies Pres, accessed January 16, 2006, 
http://books.nap.edu/catalog/10685.html  
10 Baker, John C. et al.  “Mapping the Risks: Assessing the Homeland Security Implications of Publicly Available 
Geospatial Information.” 2004. Prepared for the National Geospatial-Intelligence Agency. National Defense 
Research Institute, p. 6. RAND Website, Accessed January 16, 2006. 
http://www.rand.org/pubs/monographs/2004/RAND_MG142.sum.pdf 
11 FGDC. 2005. “Final Guidelines for Providing Appropriate Access to Geospatial Data in Response to Security 
Concerns,” p. 1. FGDC Website, accessed January 17, 2006, 
http://www.fgdc.gov/fgdc/homeland/access_guidelines.pdf  
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12 Wisconsin Department of Natural Resources (WDNR). 2003. Water Supply System Information and Maps in 
Community Comprehensive Plans – Addressing Security Concerns. WDNR Website, accessed January 20, 2006. 
http://dnr.wi.gov/org/es/science/publications/SS_988_2003.pdf  
13 EPCRA. Title 42. Ch. 116, Sec. 11044. Public availability of plans, data sheets, forms and followup notices. 
Accessed January 18, 2006. http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=browse_usc&docid=Cite:+42USC11044  
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14 WEM GIS Needs Assessment, p. 69. 
15 Wisconsin Emergency Management GIS Needs Assessment. Final Report. July 2005. Prepared by ESRI-
Minneapolis, WEM Website, accessed January 17, 2006. 
http://emergencymanagement.wi.gov/docview.asp?docid=3385&locid=18 
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16 WEM GIS Needs Assessment, p. 86.  
17 Ramona is a GIS Inventory tool designed to work in concert with the Geospatial One Stop Portal; it is produced 
by the National States’ Geographic Information Council (NSGIC) as a tool to enable States to track the status of GIS 
adoption and capacity. http://www.gisinventory.net 
18 Standard Operating Procedures (SOPs) are formal written guidelines or instructions for handling events as they 
occur. 
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