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AgendaAgenda

►►Why We Share GIS DataWhy We Share GIS Data

►►Approaches to Sharing and Approaches to Sharing and 
Distributing Spatial DataDistributing Spatial Data

►►Use Case: Access Controlled OGC Web Use Case: Access Controlled OGC Web 
ServicesServices

►►Future: OS Community Contribution,  Future: OS Community Contribution,  
Local ImplementationsLocal Implementations



Why We Why We ShareShare Spatial DataSpatial Data
►► Reduce burden of data development and Reduce burden of data development and 

maintenancemaintenance

►► Reduce need for data collectionReduce need for data collection

►► Simplify crossSimplify cross--jurisdictional mapjurisdictional map--centric centric 
activitiesactivities

►► Improved decisionImproved decision--making with broader making with broader 
informational pictureinformational picture

►► Shared data often leads to shared ideas and Shared data often leads to shared ideas and 
collaborationcollaboration

►► Mandate or perceived mandateMandate or perceived mandate



How We Share Spatial Data:How We Share Spatial Data:
DownloadsDownloads

No built in toolsNo built in tools
No auto updatesNo auto updates
May need to transformMay need to transform
No visuals, metadataNo visuals, metadata
Must store dataMust store data

Control of dataControl of data
Sense of ownershipSense of ownership
Apply chosen toolsApply chosen tools

No control of data postNo control of data post--
downloaddownload
e.g. Google Parcels, etc.e.g. Google Parcels, etc.

Short hardware demandShort hardware demand
Need not supply toolsNeed not supply tools
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How We Share Spatial DataHow We Share Spatial Data

Downloads Downloads –– City of Vancouver ExampleCity of Vancouver Example



How We Share Spatial DataHow We Share Spatial Data
Public GeoPublic Geo--ViewersViewers

No control of dataNo control of data
Limited to sessionLimited to session

Auto updatesAuto updates
Built in toolsBuilt in tools
No data storageNo data storage

Regular hardware Regular hardware 
demanddemand
Must supply appMust supply app

Control of dataControl of data
Control of toolsControl of tools
Variable access controlVariable access control
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How We Share Spatial DataHow We Share Spatial Data
OGC Web ServicesOGC Web Services

No control of dataNo control of data
No sense of ownershipNo sense of ownership
Must supply toolsMust supply tools

Control of queryingControl of querying
Control of renderingControl of rendering
Auto updatesAuto updates
Wide array of viewersWide array of viewers
No data storageNo data storage

Regular Regular h/wh/w demanddemand
Maintain W*S serverMaintain W*S server
No access controlNo access control

Control of dataControl of data
Many OGC serversMany OGC servers
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Spatial Data Sharing Methods and Spatial Data Sharing Methods and 
CrossCross--Jurisdictional ActivitiesJurisdictional Activities

►► DownloadsDownloads
Leads to storage duplicationLeads to storage duplication
Issues with data synchronicityIssues with data synchronicity

►► ViewersViewers
CanCan’’t integrate data from different sourcest integrate data from different sources
Limits compiling broad informational pictureLimits compiling broad informational picture

►► OGC Web ServicesOGC Web Services
Users can integrate variable sources, allowing Users can integrate variable sources, allowing 
unlimited informational pictureunlimited informational picture
No storage necessaryNo storage necessary
Not perfect, but since they are standards-based,  
community enhancements are achievable



Use Case: OWS Security Use Case: OWS Security 
and Trackingand Tracking

►► US Army Corps of Engineers (USACE)US Army Corps of Engineers (USACE)
Omaha DistrictOmaha District
GIS users cover seven state area north and GIS users cover seven state area north and 
west of Omahawest of Omaha
Maintain multiple terabytes of raster and vector Maintain multiple terabytes of raster and vector 
datadata

►► USACE Request:USACE Request:
Control access and monitor usage of WMS, WFS Control access and monitor usage of WMS, WFS 
and WCS servicesand WCS services



OWS Security and TrackingOWS Security and Tracking

►► Traditionally, central server, heavy client modelTraditionally, central server, heavy client model

Oracle

ArcView 3.x &
Custom Extension



OWS Security and TrackingOWS Security and Tracking

►► Currently, central server, thin client modelCurrently, central server, thin client model

►► Apache + SSL + Basic AuthenticationApache + SSL + Basic Authentication

►► Extended GeoServer with Extended GeoServer with LoppetLoppet

►► Utilized Utilized InteProxyInteProxy for client https proxyfor client https proxy

(http://(http://inteproxy.wald.intevation.orginteproxy.wald.intevation.org))



OWS Security and TrackingOWS Security and Tracking

►► LoppetLoppet is a Geoserver extension that modifies is a Geoserver extension that modifies 
Geoserver'sGeoserver's AcegiAcegi configuration to replace configuration to replace 
property files with an RDBMSproperty files with an RDBMS

►► The Geoserver code does not need to be The Geoserver code does not need to be 
modified directly; modified directly; LoppetLoppet objects are injected objects are injected 
into Geoserver according to the Spring XML file into Geoserver according to the Spring XML file 
in its default packagein its default package

►► perper--layer securitylayer security

►► logging to layer accesslogging to layer access



OWS Security and TrackingOWS Security and Tracking

Authentication
Prompt



OWS Security and TrackingOWS Security and Tracking
FutureFuture

►► Implement in USACE public accessImplement in USACE public access

►► Contribute Contribute LoppetLoppet back to open source back to open source 
GeoServer CommunityGeoServer Community

►► Explore and assist with local and state Explore and assist with local and state 
implementationsimplementations



Comments/Questions?Comments/Questions?


